State of Georgia
City of Morrow

Resolution 2020-06

A RESOLUTION APPROVING THE CITY OF MORROW CONTINUITY OF
GOVERNMENT PLAN TO ENSURE THAT THE CAPABILITY EXISTS TO
CONTINUE ESSENTIAL FUNCTIONS IN RESPONSE TO A BROAD SPECTRUM OF

WHEREAS

WHEREAS:

WHEREAS:

WHEREAS:

WHEREAS:

EMERGENCIES OR OPERATIONAL INTERRUPTIONS.

The City of Morrow (hereinafter “City”) is governed by the Mayor and Council
who hold legislative authority of the government of this city; and

The Mayor and Council must approve the Continuity of Government Plan to
ensure that the capability exists to continue essential functions in response to a
broad spectrum of emergencies or operational interruptions; and

The Continuity of Government planning is an ongoing process that is driven in
part by growth and change in information systems, personnel, and mission critical
needs; and

It is the policy of the City of Morrow to respond quickly at all levels in the event
of an emergency or threat resulting from human, technological, natural, or other
causes, and to ensure the ability to perform essential functions under all
circumstances; and

The Continuity of Government Plan is detailed in Exhibit “A” of Resolution
2020-06.

NOW, THEREFORE, BE IT RESOLVED by the Mayor and Council of Morrow, Georgia that

Exhibit “A” of this Resolution be approved as the Continuity of Government Plan
for the City of Morrow.



City of Morrow
Clayton County
Resolution 2020-06

Be it resolved this 14" day of April 2020.
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City Clerk

John J. L'{mpl 1, Mayor
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Exhibit A to Resolution 2020-06

Continuity of Government Plan
For all
Departments and Agencies of

The City of Morrow

Date

Prepared by
The City of Morrow

Clayton County, Georgia



Continuity of government plan

Approvals

This continuity of government {COG) plan was prepared by the City of Morrow with the expertise of each
department and agency to develop, implement and maintain a viable COG capability. This COG plan complies
with applicable internal agency policies, state and local regulations and supports recommendations provided
in the federal emergency management agency’s federal preparedness circular 65. This COG plan has been
distributed internally within the departments and agencies of the City of Morrow and with external agencies
that may be affected by its implementation.

Approved: Date

John J. Lampl, Mayor

Approved: Date

Van T, Tran, Mayor Pro Tem

Approved: Date

Dorothy Dean, Councilwoman

Approved: Date

Renee S. Knight, Councilwoman

Approved: Date

Khoa Vuong, Councilman
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Continuity of Government (COG) planning refers to the internal efforts the City of Morrow must
undertake to ensure that the capability exists to continue essential functions in response to a broad
spectrum of emergencies or operational interruptions. COG planning is an ongoing process that is
driven in part by growth and change in information systems, personnel, and mission critical needs.
Operational interruptions may include routine business renovation or maintenance; mechanical
failure of heating or other building systems; fire; inclement weather, flooding, or other acts of nature;
or a range of threatened or actual attacks. Other events that may interrupt departmental activity
include failure of information technology (it) systems and telecommunications due to malfunction or
cyber-attack, or a pandemic flu outbreak.

It is the policy of the City of Moarrow to respond quickly at all levels in the event of an emergency or
threat resulting from human, technological, natural, or other causes, and to ensure the ability to
perform essential functions under all circumstances. To meet these objectives, the City of Morrow
has established this COG plan, which sets forth a concept of operations, identifies essential functions,
and outlines three potential phases of operation;

1. Activation and relocation
2. Alternate facility operations; and
3. Reconstitution

The plan incorporates the following key elements associated with COG planning:

* Emergency concepts, actions, and procedures.

* Identification and prioritization of essential functions.

¢ Line of succession to essential positions required in an emergency.

* Delegations of authority and pre-delegations of emergency authorities to key officials.
s Emergency operations centers and alternate (work-site) facilities.

¢ Interoperable communications.

* Protection of government resources, facilities, and personnel.

e Safeguarding of vital records and databases.

*  Test, training, and exercises.

Introduction

The changing threat environment and local experience with recent emergencies have emphasized the
need to develop COG capabilities that enable government leaders and departments to continue
essential functions across a broad spectrum of emergencies. As recent history and preparedness
exercises have demonstrated, government operations can be disrupted by a variety of events, both
manmade and natural. Whether or not disruption results from severe weather, technology
malfunction or intentional attack, citizens expect government services to be available when they are
needed. To support continued provision of essential services to citizens under emergency conditions,
the City of Morrow has developed this COG plan.

A Purpose
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The purpose of this COG plan is to describe how the City of Morrow operates if an emergency
threatens or incapacitates operations. In accordance with guidelines established by federal
preparedness circular 65, federal executive branch continuity of operations {coop) and the
national fire protection association (NFPA) 1600 standard on disaster/emergency management
and continuity of business programs, this document identifies lines of su ccession; provides for the
maintenance or re-establishment of the control and direction of the City of Morrow, including
relocation of key personnel, as necessary; for reconstitution of key staff positions with successor
personnel; and for regeneration of full department/agency functions. Some of the information in
this document is taken from the City of Morrow Emergency Operations Plan {EOP) dated 01
March, 2018. This COG plan, which is applicable to all-hazards threats, ensures that the City of
Morrow is prepared to provide critical services in an environment that is threatened, diminished
or incapacitated.

Applicability and scope

The COG plan is applicable to all City of Morrow departments and agencies, divisions, units and
personnel. This COG plan describes the actions that shall be taken to activate a viable COG
capability within 12 hours of an emergency event, and to sustain that capability for up to 30 days.
The COG plan can be activated during duty and non-duty hours, both with and without warning.
{See appendix 1, form A, Department information)

The COG pian covers all facilities, systems, vehicles, and buildings operated or maintained by the
City of Morrow. The COG plan supports the performance of critical functions from an alternate
location(s) {due to the primary facility becoming unusable for long or short periods of time) and
also provides for continuity of management and decision-making, in the event that senior
management or technical personnel are unavailable.

Upon its approval and acceptance by the Morrow Mayor and City Council, the plan will be
distributed to department heads, directors, and lead public safety officials within the City of
Morrow. Training will be provided to key department and agency personnel as described in
Annex 3 - the City of Morrow Multi-year COG Training and Exercise Plan.

Policy

It is the policy of the City of Morrow to respond quickly at all levels in the event of an emergency
or threat in order to continue critical internal operations and to provide support to the citizens
the City of Morrow, other customers of the city, emergency management and response agencies,
and other agencies or services that may be affected by the emergency.

A viable COG capability identifies critical functions and consists of plans and procedures,
alternate facilities, and interoperable communications and data support systems, reinforced by
comprehensive training, orientation, and exercise programs. COG capabilities must be
maintained at a high level of readiness, capable of being activated both with and without
warning, ready to achieve operational status no later than 12 hours after activation, and able to
maintain sustained operations for up to 30 days or until termination.
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The Morrow Mayor and City Council has reviewed and approved this plan for operational activities
during emergency/disaster events. This plan is designed to effectively minimize system outages
and down times while providing the highest level of service possible until normal operations fully
resume. The plan is designed to complement the City of Morrow Emergency Operations Plan

(EOP) Dated 01 March, 2018 .
D. Objectives

The objectives of this plan include:

* Ensuring the continuous performance of essential functions/operations during an
emergency.

» Protecting essential facilities, equipment, records and other assets.

* Reducing or mitigating disruptions to operations,

* Reducing loss of life and minimizing damage and losses.

* Achieving a timely and orderly recovery from an emergency and resuming full service to
customers.

* ldentifying alternate operations locations in the event that primary operations facilities
are not functional.

* Conducting essential operations from an alternate operating location within twelve {12)
hours of the event onset for a period of up to thirty {30) days.

¢ Establishing lines of succession and delegations of authority.

* Identifying personnel needed to perform each department’s essential functions.

* lIdentifying means of communication within each department, between departments,
with other jurisdictions and with the public.

¢ Establishing requirements for regularly scheduled testing, training and exercising of
department personnel, equipment, systems, processes and procedures used to support
each department during a COG event.

¢ Establishing requirements for development, maintenance and annual review of the COG
plan and COG capabilities.

= Assumptions

The following assumptions are made in considering continuity of government planning by the
City of Morrow including:

* During duty hours, a building will be evacuated in accordance with established
evacuation plans. Employees must assemble and participate in accountability
procedures. Upon declaration of COG activation, employees will receive instructions
regarding job duties under the activation and relocation phases of the COG plan.

* Emergencies or threatened emergencies can adversely impact the agency’s ability to
continue to support critical functions and to provide support to the operations of citizens
and external agencies.
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Appropriate resources and funding shall be available for the planning, implementation
and maintenance of the COG program. Required resources shall be dedicated in a timely
fashion following activation of the COG plan.

When a COG event is declared, the agency shall implement a predetermined plan using
trained and equipped personnel.

Agency and non-agency personnel and resources located outside the area affected by
the emergency or threat shall be available as necessary to continue critical functions.
The agency shall provide operational capability within 12 hours of the event and be able
to continue critical operations for 30 days, or until termination of the event, whichever
is earlier,

Normally available staff members may be rendered unavailable by a disaster or its
aftermath, or may be otherwise unable to participate in the recovery.

Procedures are sufficiently detailed enabling another individual, other than the person
primarily responsible for the work, to follow them.

Recovery of a critical subset of the agency’s functions and appiication systems shall occur
to allow the agency to continue critical functions adequately.

A disaster may require agency users, clients and local agencies to function with limited
automated support and some degradation of service until full recovery is made.

In compliance with the national incident management system (NIMS), and homeland
security presidential directive (HSPD) - 5, all COG program activities shall incorporate the
principles of NIMS and the Incident Command System (ICS).

I1l.  Authorities and references

A. Authorities

The COG plan has been developed with the full endorsement of the Morrow Mayor and City
Council & agency/department heads.
The COG complies with the following regulations and executive order{s):

Robert T. Stafford disaster relief and emergency relief act, pl 93-288, as amended
Code of federal regulations, Title 44

Code of federal regulations, Title 41, part 101-20. 103-4

Code of federal regulations, Title 36, part 1236

Federal Preparedness Circular 65

Federal Response Plan

National Fire Protection Association 1600

National Response Plan

Federal public law 99-499, SARA, Title ll, as amended

FEMA's “guide for state and local all-hazard Emergency Operations Planning”
Homeland security presidential decision directive S (HSPD-5)

Clayton County Hazard Mitigation Plan October 2017,

B. References
References used to develop this template include:
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* Continuity Guidance circular 1 (CGC1) july 2013, FEMA
e Continuity Guidance circular 2 (CGC2) October 2013, FEMA

e Continuity Assistance Tool September 2013, FEMA

Vulnerability assessment

Understanding hazard risks and vulnerabilities is important to the COG planning process, as it is the
high-risk events that are most likely to trigger implementation of the COG plan. The City of Morrow,
along with other Clayton County municipalities completed the development of a pre-disaster
mitigation plan in October 2017. As a part of the mitigation planning process, the City of Morrow
identified hazards, risks, and vulnerabilities to which it is subject. A full copy of the plan is on file with
the Clayton County Office of Emergency Management; however, some of the major findings of the
study are summarized in the following paragraph.

This COG has been developed and designed recognizing the natural hazards that have historically
impacted the region: tornados, thunderstorms, winter storms, floods, drought, heat wave, wildfire
and earthquakes. Of these natural hazards, those most likely to occur and cause the most
damage-impeding emergency operations and business continuity — are (a) thunderstorms; (b) winter
storms; and, {c) flooding. The City of Morrow is also subject to the following technological
hazards; hazardous materials incident, transportation accident, dam failure, urban and structural
fire, power failure, civil disorder, terrorism, nuclear attack/detonation, and public health emergency.

A Natural hazards

Thunderstorms: the biggest threat from severe thunderstorms is damaging straight-line
winds and large hail. They occur in every month of the year, but are most common in the
spring and summer months, peaking in July.

Winter storms: the greatest threat of winter storms is in the northern parts of the region. A
large winter storm accompanied by severe cold may cause numerous secondary hazards
such as power failures, carbon monoxide poisonings, fuel shortages and transportation
incidents.

Floods: the potential for flooding in the area is moderate. Flooding occurs as the Flint River
and smaller tributaries rise from heavy rainfall. Flash flooding along minor creeks and
roadways could prove deadly. The City of Morrow participates in the federal flood insurance
program, and they use federal flood plain maps to discourage development in flood-prone
areas.

Tornado: tornadoes occur most frequently between April and June, with April and May
usually produce the most tornadoes. However, a tornado can occur at any time of the year.
The probability that such incidents will occur is considered high.

Hurricanes: hurricanes do not directly affect the City of Morrow. However, the tropical
storms, high winds, and flooding spawned by a hurricane can have a devastating impact as
it makes its way traveling hundreds of miles inland.
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Earthquake: the threat of an earthquake occurrence is low in the region. The impact from
an earthquake to the area is likely to be minor.

Drought: drought is defined as a prolonged period with little or no rain that can affect
agriculture areas and impact water supply systems. Because of its geographical location and
characteristic weather probiems, the City of Morrow is vulnerable to drought conditions.

Heat wave: a heat wave is defined by the national weather service as three consecutive days
of 90-degree Fahrenheit plus temperatures. These high temperatures generally occur from
June through September, but are most prevalent in the months of July and august. Heat
waves are often a major contributing factor to power outages {brownouts, etc.) as the high
temperatures result in a tremendous demand for electricity for cooling purposes. Based on
30-year statistics from the national weather services, the region is vulnerable to heat waves
ranging from high to moderate in the months of July and August. The probability that such
incidents will develop is considered moderate.

Wildfire: the patential for a major wildfire is low in the area. A wildfire is the uncontrolled
burning in grasslands, brush or forest/woodlands. The majority of fires and the greatest
acreage loss will occur during the hot and dry summer months of July, august, and
September,

Technological hazards
Hazardous materials incident: the region is vulnerabie to hazardous materials incidents
from both fixed containment sites and transportation accidents. There are numerous
fixed facilities that store/use hazardous materials. A number of major transportation
routes cross through the region, including but not limited to:

* Highways: |-75, 1-285, I-675, |-85, GA Hwy 138, GA Hwy 85, GA Hwy 331,

GA Hwy 41

* Airports: Hartsfield-tackson Atlanta International Airport

* Railroads: Norfolk Southern, CSX
The probability that hazardous materials incidents will occur in the region is considered
moderate to high,

Transportation accident: mass transportation is defined as the means, or systems, that
transfer larger groups of individuals from one place to another. Mass transportation
accidents include public airlines, railroad passenger cars, metro rail travel, tour buses, public
bus lines, school buses, and other means of public transportation, The probability that such
incidents will occur is considered moderate.

Dam or levee failure: the City of Morrow is vulnerable to the effects of a levee or dam failure.
There are a number of recreational lakes and ponds throughout the region, many formed as
a result of dams along streams and creeks.

Power failure: loss or interruption of power can cause significant problems for businesses
and residents in the area. Power failure can result from another disaster (i.e., tornado, winter
storm) or can occur on its own, The probability that such incidents will develop is considered
high, afthough such events tend to be more localized than widespread.
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V.

VI.

Civil disorder: in general, this refers to groups of people purpasely choosing not to observe
law, regulation or rule, usually in order to bring attention to their cause. It can take the form
of small gatherings or large groups blocking or impeding access to a building, or causing
disruption of normal activities by generating noise and intimidating people. The probability
that such incidents will develop is considered low.

Terrorism: as defined by the FBI, is “the unlawful use of force or violence, committed by a
group(s) of two or more individuals, against persons or property to intimidate or coerce a
government, the civilian population, or any segment thereof, in furtherance of political or
social objectives.” There are two types of terrorism: domestic and international. The Atlanta
area is designated by the department of homeland security as an urban area security
initiative area based on risk and critical infrastructure. Potential threats are present in the
area.

Nuclear attack/detonation: this is not considered to be a significant threat for local
jurisdictions.

Public health emergency: this may include disease epidemics such as a pandemic influenza
outbreak, large-scale incidents of food or water contamination, or extended periods without
adequate water and sewer services. The probability that such incidents will develop is
considered low.

Essential functions

The continuity of government planning team has examined department and agency functions and
categorized them as follows:
Category 1:  Mission critical — services that must remain operational at all
times
Category 2: |mmediate post-incident — services that must be brought back
online as soon as possible and no later than 12 hours after an
incident
Category3: Normal services — services that need not be restored in full until
the incident has passed and category 1 and 2 services are
operational.

Both category 1 and 2 are considered essential functions. (See appendix 1, form B Essential
Functions)

Concept of operations

In the event of a disaster or emergency, the City of Morrow will rapidly organize to assess impacts
on agency operations, and determine needed actions. This COG plan provides for the continuation
of the essential functions of the City of Morrow and is based on the assumption that access will be
denied to facilities where business is normally conducted.
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A. Planning scenarios
The COG plan has been developed, taking into account two "classes” of threats that may
result in COG activation. For each class, activities have been identified to ensure the
activation of the COG plan and the continuous capability of the City of Morrow to make
decisions and take action.

Activation of the COG plan may involve:
¢ The deliberate and pre-planned movement of selected key personnel and technical
personnel to an alternate operating facility;
* Theimplementation of temporary work procedures;
* The delegation of emergency authorities of successor of senior management due to
them being unavailable during the emergency.

The following two threat scenarios have been identified by the City of Morrow as the most
likely to trigger COG plan activation:

1. Class 1 Scenario: Single building/agency:

tn this scenario, a portion or all of the department or agency's operations are
disrupted at one location, with limited displacement of operations to alternate
facilities. There is limited impact on interdependencies between the agency and
other operations including customers, vendors and suppliers, and the event is most
likely of a short to medium-term duration. The most likely causes of such a disruption
are fire; system/mechanical failure; loss of utilities such as electricity, telephone,
water, explosion (regardless of cause) that produces no significant damage to any
other facilities or systems used by the agency.

2. Class 2 scenario: Catastrophic event:

This scenario assumes that an incident affects a geographical regional with a cluster
of the City of Morrow operations, e.g. the Morrow Municipal Complex or other city
operated facility. This scenario also assumes the disruption of operations to a
number of departments, leading to a massive and widespread displacement of the
waorkforce and a disruption to multiple interdependencies between and among
agencies, as well as those with customers and critical suppliers. Disruptions of
normal business operations are assumed to be for an extended period of time.

B. Phase I: Activation and relocation

Conditions under which this COG might be activated include the actual or potential denial
of access to any facility from which the City of Morrow normally conducts business. This
plan may be activated in situations such as:

* Known threats and emergencies (with warning). Some threats may afford advance
warning that will permit orderly alert, notification and, if necessary, evacuation of
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employees. Examples are a transportation accident with the potential for the
release of hazardous material or the threat of a terrorist act.

Unanticipated threats and emergencies during non-duty hours [no warning).
Arson, terrarist, or hazmat incidents may occur without warning when the majority
of the staff is not at work. While operations from the normal place of business will
not be possible, the majority of staff will be able to respond to instructions,
including proper notice to relocate.

Unanticipated threats and emergencies during duty hours {no warning). incidents
may also occur without warning during normal office hours. In this case,
implementation of the COG plan, if indicated by the circumstances, would be
preceded by execution of a building occupant emergency plan to move employees
and visitors out of the building expeditiously.

Decision process
If a situation arises that adversely impacts or threatens the City of Morrow overall
ability to perform essential functions, the decision process is as follows:

e Class 1 scenarios may or may not trigger the full activation of the COG plan,
Each department/agency senior official or designee may choose to follow
their COG standard operating guidelines in lieu of requesting a COG
activation.

e Class 2 scenarios: the City of Morrow COG plan will be activated by the
Mayor or other designated official.

Whether a Class 1 or Class 2, the designated official shall be notified of the situation
immediately to ensure the Mayor is briefed and support functions are ready.

Alert, notification and implementation process

In the circumstances where warning is provided in advance of a triggering event, or
during off-duty hours, a decision to implement the COG will be communicated by
the affected department/agency to designated essential employees through email,
text, phone call. The department/agency head or designee notifies the manager at
the alternate facility that relocation is required. The department/agency relocation
team is deployed to the alternate facility to make it ready for use. See Appendix 1:
form F2 - Alternate facility for list of department/agency alternate locations.

During the time between COG activation and when the alternate facility is ready to
support essential operations, employees will work from the usual operating facility
if it is able to support limited operations. If the usual facility is not accessible, the
affected department/agency will instruct employees how to proceed - for example,
if they should work from home until the alternate facility is ready.

When the alternate facility is ready to support essential operations, employees will
be instructed to move in privately owned vehicles to the alternate facility.
Employees who are not required to relocate to the alternate facility will be
instructed by the department /agency head if/fwhere to report and, if their
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responsibilities will be different from their normal work, what their function during
COG activation will be. The affected department/agency will work with public
information officers to develop messages to inform the public of the need to relocate
to alternate facilities and which, if any, non-essential services will be suspended
during COG implementation. The designated official also should receive regular
status updates.

In circumstances where there is no warning during duty hours, designated essential
employees will be directed by the department/agency head to proceed to the
alternate facility and prepare to become fully operational within twelve {12) hours
of the onset of the emergency. The advance relocation team is notified of the COG
activation and dispatched immediately to the alternate facility to begin preparations
for use. The department/agency head notifies the manager at the alternate facility
of the immediate need to relocate. Employees will be instructed to move to
alternate facilities in their privately-owned vehicles. Employees not required to
relocate to the alternate facility are instructed by department/agency head if/where
to report and, if their responsibilities will be different from their normal work, what
their function during COG activation will be.

If usual communication methods such as telephone, cellular telephone, e-mail, and
the internet are not available and employees are not sure about their work status,
they report directly to their usual office to receive instructions about their
emergency duties. (See Appendix 1: form C - Department contact information)

3 Leadership

a) Orders of succession

There may be instances when an individual who is designated as a leader
may be unable to fill his or her leadership role. Because the role is essential
to the department/agency’s ability to complete its critical missions, a
successor assumes that leadership role. A successor assumes the duties of
the leadership role when the usual leader cannot be contacted by usual
methods (e.g., telephone, cellular telephone, direct connect, etc.), and
relinquishes leadership duties when the usual leader is contacted or when a
permanent successor is named. The order of succession applies in the event
that any of those listed cannot be reached or are otherwise incapacitated.
{See Appendix 1: form D - Orders of succession)

b) Delegations of authority
Designated essential employees and their successors, upon appointment to
an essential position, shall have the full authority and responsibility to carry
out their essential functions unless otherwise indicated in this plan.
“Succession,” in this context, pertains only to the activation of this COG and
the performance of the essential functions listed herein for the duration of
COG activation, or until relieved by proper authority. The authorities

13 | CITY OF MORROW - COG - DATE




delegated to each essential position are listed, by position, in Appendix 1:
form E - Delegotions of authority

C. Phase Ii: Alternate facility operations
Upon arrival at the alternate facility, essentia! employees may need to go through a security
checkpoint. At security checkpoints, employees should be prepared to show identification
and will sign in and out on a sign-in sheet,

When they first arrive at the alternate facility, essential employees may find that an advance
relocation team is still working to bring mission critical systems and vital databases and
records online. In the event that personnel cannot access electronic files, they should be
prepared to perform their essential functions manually. Personnel may need to use methods
of communication other than telephone land lines, and should include in their ga-kits a car
adapter to charge batteries for portable communication devices such as cellular telephones
in the event that power is not immediately available at the alternate facility.

1. Mission critical systems

Mission critical systems are those systems such as information technology and
communications required to support the City of Morrow ability to perform its
essential functions. Mission critical systems have a Recovery Time Objective {RTO),
which in this plan is defined as the period of time within which the operability of an
information technology or communications-based system must be restored. Mission
critical systems also have a Recovery Point Objective (RPO), which in this plan is
defined as the point in time back to which data must be recovered after an outage.
Mission critical systems must be recovered to meet the determined ROT/RPC
objectives, which are three hours and most current back up, respectively.

2. Vital files, records and databases
Vital files, records and databases are items without which the jurisdiction’s ability to
perform its functions are destroyed or severely limited. To the extent necessary, the
City of Morrow will duplicate and store vital records and electronic files at a remote
location. Vital records include the following kinds of things:

* Emergency operating records — these are essential to the continued

functioning or reconstitution of the operating units during or after an
emergency that requires activation of this COG plan.

* legal and financial records - these are essential to carrying out the
legal/financial functions of the City of Morrow or to protecting the rights
individuals directly affected by the City of Morrow activities.

Vital records are updated regularly according to an established schedule based on
the resuits of a risk assessment. Vital records and databases also are backed up, and
the backup data stored at a remote location.
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VIII.

D. Phase lil: Reconstitution
When the emergency is no longer a threat, the affected department/agency begins to plan
for a return to normal operations. An advance relocation team returns to the primary facility
to ensure that mission critical systems are operational and the facility is ready for normal
operations to resume. The department/agency head or designee will notify employees of
the end of the emergency and the plan to return to normal operations using Appendix 1:
form C - Department contact list.

After the agency has resumed normal operations, the department/agency head de-activates
the COG plan. The City of Morrow along with members of each department/agency ensures
an after-action review is conducted of COG and determines the effectiveness of emergency
plans and procedures in place. The review occurs as soon as possible, but no later than sixty
(60} days after the return to normal operations. The review identifies areas for correction
and results in the development of a remedial action plan, as needed.

Test, training and exercises

The effectiveness of a COG plan depends on employee awareness of COG requirements. Each
employee who has an essential role in the City of Morrow readiness and each
department/agency that provides or supports the City of Morrow ability to perform its essential
functions must know how to execute its portion of the plan.

To accomplish this goal, designated personnel trains all essential personnel on COG planning and
conduct of COG drills, where personnel use the COG in response to a mock disaster. The plan is
adaptable to various scenarios that range from partial or short term to complete disruptions. COG
personnel will also test their plans, backup and recovery systems regularly. It is through such testing
that gaps can be identified and modifications made.

Within sixty days of completion of a training exercise, the City of Morrow conducts and after-action
review of the exercise so that participants understand what they did well and ways they can improve
their responses to COG situations. Designated personnel, with input from the department/agency,
write an after-action report that summarizes the points raised during the after-action review. The
City of Morrow testing, training and exercise schedule are described in section VIIl.

Multi-year strategy and program management plan

To have a viable COG capability, Clayton County must sustain a high level of readiness and be
prepared to implement the COG plan with or without warning. The City of Morrow has developed
the City of Morrow COG Multi-year Training and Exercise Plan to accomplish this state of readiness.
Testing, training, and exercising is intended to familiarize agency staff members with their roles and
responsibilities during an emergency, ensure that systems and equipment are maintained in a
constant state of readiness, and validate aspects of the COG plan.
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IX.  COG plan maintenance

The City of Morrow continuity of government planning team will review, revise, and update the COG
plan at least yearly. Copies of the yearly revised plan will be issued electronically via e-mail or CD. An
effective COG plan does not remain viable without regular review and revision; therefore, more
frequent revisions may be needed. Departments/agencies will immediately notify the City of Morrow
of any changes in personnel, systems or equipment that effect the implementation of the plan. Those
changes will be noted immediately and a revision will be issued to forward to each recipient of the
plan.

Appendix
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Appendix 1: Continuity forms
" Form A - Department information
®*  Form B - Essential functions
® Form C- Department contact list
®  Form D - Order of succession
= Form E - Delegation of authority
* Form F1 - Alternate site requirements worksheet*
®  Form F2 - Alternate facility
* Form G - Vital records/databases worksheet*
®*  Form H - Equipment worksheet*
= Form |- Alternate communications worksheet*
* Form Z - Essential personnel spreadsheet

*Denotes template of worksheet used by each department/agency to gather information for alternate site
requirements.
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Clayton County Continuity of Government Plan

Clayton County Central Services Department:

rm Department Information
FormB Essential Functigns
Form C Contact List
FormD  Orders of Succession
Form E Delegation of Authority
FormFl  Alternate Site Requirements
Alternate Facility
FormG  Vital Records
Equipmernt

Form | Alternate communications
FormZ  Advance Relocation Team

:

il
F

mn

LX]

n
'g‘
o

COG_department _division _date -
Example: COG_Fire_EMA_03.10.2020

Contrats, Purchasing, Print Shop, Risk & Warehouse Divisions'

Remember: After completing the forms please save using the following format:

[ ——1

1 —

hPtu:e fill ins your Department/Agency and Divisian

Use the hyperlinks to wark through the pages




Form A: Department Information

Instructions for Completing Ferm A

" Pleate remember to complete the top section with

= frour Depasteent or Agency Name and Divition

"**Pleate completw the foam with “Authority 1™ ag the
[bighest level of management/tupervizion

[Within yous department or division (may be the same
i1 Orders of Succestion}

"** Aythorrty 2 is the person who awsumes the

bilites of Authority [ should hefshe be unable
ta perfom their duties.

***=Authosity 3 thoutd be the perton who xisuines the

ponsibilitles of Authority 2

TE: MWHMM@MHI

mmuwmx-wuww




O [ < 3 0 Instructions for completing Form B
____ Cityof Morrow City Hall = == | |*Please remember ta complete the top section with
Category.] ﬂgenthl?u:lm B ‘Description - Jrour department/agency name and Division
i Finance Payroll/ Accounting/ Accounts Poyable E:am'nles
1 City Monager Autharization of business transaction and authority
3 Courts Court duties

Cefumn ) Essential Function and Colurmn 2
[Cescription are set to wrap teat so provide detailed
descriptions Is necessary

List the functions you perform on a daily basis. Then rate them using the
categories listed below the dacument.
tegory 1 ,!gﬂ_ﬂi;m_cfﬁ:ﬂ - Services that must remain eperational at all times

fcategory 2 [\mmediate Post incident - Services that must be brought back en line a3 soon as possible
and no later that 12 hours after the incldent

ategorv 3 |Norma) Services - Services that need not be restored in full unti Category 182 services are |
| operational,

! — Belornte Table of Contents

]



Form C: Contact List

City of Morrow City Hall

Instructions for completing Form C

‘Please remember to complete the top

section with your department/agency name
nd Division

* Usa this form as a guick reference 1o record
contact infarmation for your employees.

Employee Email Address Office Cell Home
o Redic o 770-961-4002 [404-317-1776
sle West L 578-302-0901 | 404-276-5763 | 770-320-7117

Irasmin Jullo ulio@®cityalmorrow.com 678-902-0903 | 404-380-0927 NyA
hﬁn tampi imdgmllmsm 678-360-5999

Fﬂhn Kim mcityolm W.COm 7703610002 | 404-408-5323

IZM; Pike Ji FE-1R 678-476-4281

dngelo Hudson ] zhudson®citygfmorrow.com 770-961-4002 | 404-354-9855

1

P——

i n b T

[rEpbatits




Instructions for completing Form E

*Please remerber to completa the top

with yaur department/agency name

* This Document delineates the erder in
which Successlon {Chain of Commandy} falis

within a department or within a divisicn
This should contain the position title and

0 D: Orders o 0
City of Morrow City Hall fes
Pasition Designated 1 Designated 2 Designated 3 }ind Division
City Manager Sylvia
Redic Mayor John Ltamp!
Courts Director Essie | Assistant Director Yasmin
West Julio
placl AL ORI Consuftant Chris Pike Accountant Hahn Kim

Hudson

name of each designated successor, This
imay be the same personnel as listed on

Form A. Exampes are shown.

Returp to Table of Contents




City of Morrow |

ity Hall_

Pasition Halding
Authority

| Triggering Conditipns

to perfomn their duties

Limitatian(s)

Anen Cllyﬁanuger ts unable |Ger !v iqusBuan_ noptmn ofCaG

|This Pelegaticn gf Authority is for the cortinuity of

rotifies Delegation of Authority

Instructions for completing Form D

*Please remember to complete the top section
with your department/sgency name and Division

City Manoger

lal functions through the orderly successlan
cf officlals. This delegation suthorizes the

Jesi d officlals to exercise the powers and
perform the duties on behalf of the position
hefding autharity in the ak: . vacancy or

1. Accountant

When Finonce Director is
unable to perform their duties

|5et by legisiatian. Adoption of COG
ratifies Delegation of Authority

inabllity of autherlty ta act diring an emergency or
disaster.

Lﬂnanu Director

E: te: Departmant Director - Oversees the

joperations, administration/finance divisions of
[department

1. Assistant Court
|Administratar
Court

-LWh'n the Court Admrnistrator
is unabie to perform their
duties

|5et by legistation, Adoption of COG

ratifies Delegation of Authority

—In tha absanca of the Department Diructor, the|

Administrotor

Assistant Dirsctor carries out 2ll his/her duties with
full autharity

~ In tha absence of both - the Departmant
iractors duties and authorizes may be divided by

division

—~ Opserations to the Division leadar

= Admin/Finance to the Division Jeader

~ Limitations are specified l.a., napurchase
sthority over 5500 or no decisions on personne!

issues

Note: The limitations are based on what the
Division Leader job duties nermally include,

uaTu‘!— wli el —fw] o] — U







Form F1: Requirements for Alternate Work Site [ il urm——,

City of Morrow City Hall

Internal system requirements Lis: the computer sys:iems that you use every day
Courtware/Q51/Quickhook Online/Paycom/Scanned fifes to do your job. AS-400, specialized scttware,
mapping programs, financlal systems access, etc.
Internet requirements
|Broadbond/Wifl
approxtinate SQ FT neadad
2000
Number of employees to relfocate Also dist any spetial considerations far employees.
d b B
Can persannel work from home? fes - indicate VPN access or cther. No - indicate if
e that is a possibility
Can personnel be relocited to more
than one location? Yes
1Misc
Would need appropriote facility for court

2 Tabie of Conten




Instructions for Completing Form F - 2

Form F 2: Alternate Facility

City of Morrow City Hall

Location L+ Morrow Police Department Heodquarters 6311 Murphy Drive Bldg A & C
City Manager and Finance

ﬁ;Plene remember to complete the tp section with your
epartment/agency narme and Division

Jrour department will be matched up to an alternate
Lacation 2: 5900 Reynolds Rd [fasility by the Relocation Committce basad on site
requirements and eguigmen: needs

atian 4




Form G: Vital Records/Databases

City of Morrow City Hall
Record
& il
Vital Records Type of Record L Document Locatlan Backuplz) Format of Backup el b.
iehrctronie o Located Stalf Member
pagsr
'Empl'oyee Files Persannei files Pager Records roam City Holl None Nore ity Chevi
Crimingl and driver history / H tocal/aff
I( ourt Documents Citations/ Dispotlans Electronic  |Morrow Server ite/cloud ir
)
Financla! Documents Payroll / Accounting/ Checks Electranic/ [Mairow Server/ Finance !',’m’/"” i
Paper recards room site/cloud
T

Insert Pogition Title or Business Unit is uspofuibrc for ensuring that vital r_ocords are avaifable at the alternate facility during COG
oparations, and that these records are returned 1o their correct locations when COG operations cease. In the casw of storage with

outside vendors, Insert Pasitian Title or Busl

The following proced

ars

Unit will 3lso

1. insert Procedures for Retrieving Recards
2. Insert Procedures for Retrieving Records

The followt

g saff

are authorl

¥ 1o retneve records from the af

d 10 access off-site records:

red storage |

1. Insert Staff Members who are guthorized to occess off-site records
2, Insert Staff Members whe are authorized to occess off-site records

intain the roster of individuals authorized to access these records.




Vital Record Backup Procedures

*Department/Agency Name and Division

I:M county's vital records are maintained and backed upon a ragular basis. Tha following table

{bke for ing this process.

{zes the

It and backup sch

Vital Aecord Database | Main F ¥ Current Protection Methods Responsible StaHf Member
—_— —
W-Drver [server it backea up by the IT Department IT Department \T Department
CPU Y Backed up by the IT Dapartment IT Cepartmant IT Department
CPU B Batked up by the T Departmant iT Cepartmant IT Departmeant
A5300 Backed up by the IT Degartmant T Department iT Department
BALINTS " i 7t




Form H: Equipment Requirements

__City of Morrow City Hall

Instructions for Completing Form H

- e *Please remember 1o compiete the tap
Hand-Carry &= section with your department/agency name
Equipment aty | tooltemote Motes Rand Division
oz location

PETSOTTIET iy T D e T T T T L

Laptop & Otherwise would have ta secure a line ta accamplish that Use the notes sectians to describe any issues
lor special situations regarding the equipment

Return to Tabl n{ents







